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1. Why is MFA required? 
MFA adds an extra layer of protection to keep your data and CQUniversity networks more 

secure. Even if a cyber scammer acquires your email address and password, it will be 

harder to gain access to your account without the additional identity factors required as part 

of MFA. 

MFA is nowadays the most common way people are authenticated to access information 

and protected online. As well as CQUniversity, organisations such as Gmail, Facebook, 

Twitter, banks and the myGov website are also advising you to use MFA to access 

information. 

2. What is MFA? 
Multi-factor Authentication (MFA) requires you to provide more than one form 

of verification to be granted access to a system or application.  

This provides an extra layer of protection by ensuring only legitimate users can access 

systems, data and information.  

MFA on CQUniversity systems requires a user to provide two factors of verification: 

1. An email address and password 

2. A request (yes or no response) or a passcode sent to your mobile phone. 

Not having the correct login credentials (email address and password) AND a response 

to the yes or no request or entering the provided code will prevent you from being able to 

log in to the system or application. 

3. Which CQUniversity Systems and apps require MFA? 
All CQUniversity online systems and applications that are accessed via your student 

identity will require MFA. Your student identity could be in the form of your student number 

or email address - name@cqumail.com 
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4. Is MFA required every time I log in? 
It will be required: 

• When you change your browser (e.g., Google Chrome, Microsoft Edge)  

• When you change from one device to another 

• Following a restart or you close your browser. 

• If you log in from a country that is different to the country of your last login. 

5. Do I need WiFi or mobile service to use MFA? 
It depends on the preferred option you select during registration. 

• To receive push notifications to the Microsoft Authenticator app, you must have 

mobile data and/or WiFi 

• To receive MFA codes by text or call, you must have a mobile service (WiFi not 

necessary). 

• To use the code generated by the Microsoft Authenticator app, you do not need 

any connection at all. (This option requires the prior download and setup of the 

Authenticator app) 

6. What happens if I get a new phone? 
1. Do you have a new number? First go to MyCQU to change the number in your 

profile – choose Contact Details from the dropdown.  

2. Then visit http://mfa.cqu.edu.au/ and login with your CQUniversity student account 

(name@cqumail.com). Once logged in, you can change your MFA settings for 

mobile devices.  

7. Can I install the Microsoft Authentication app on multiple devices? 
Yes, you can install the Microsoft Authenticator application on multiple mobile devices. 

Once configured, the devices will be displayed in the MFA configuration website. If you 

register your tablet and phone for MFA, it will show the same code on all your devices. 

https://my.cqu.edu.au/
http://mfa.cqu.edu.au/
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8. Will MFA still work if I’m overseas? 
If you have an international mobile plan, the Microsoft Authenticator app will work. 

Otherwise, when you are prompted for MFA, click ‘Sign in another way’. From there, select 

'Use a verification code from my mobile app'. You will then be prompted to enter a code. 

Open the Microsoft Authenticator app and enter the 6-digit code into your login screen. 

(This option requires the prior download and setup of the Authenticator app) 

9. What permissions does the Microsoft Authenticator app require on my 
phone? 

The primary permission is access to the camera which is required to scan the QR code 

during registration. This permission can be revoked once registration is completed. For 

further information on all the permissions required, please see the Microsoft website. 

10. Does the Microsoft Authenticator app track my locations? 
No, the Microsoft Authenticator app does not track your location. 

11. Why do I have to passcode / pin protect my phone to use MFA? 
All personal data accessible on a mobile phone should be protected. In order to verify it is 

actually you using your mobile phone to get the MFA codes, a lock screen password is 

required. 

12. I am having trouble logging in or have lost my phone. What can I do? 
Call or email our technical helpline – TaSAC  

• Call: 1300 666 620 
• Email: tasac@cqu.edu.au 
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